Configuring WebSphere Portal V6.1 with Multiple LDAP'sand Multiple Realm’s

Abstract :

This article contains step — by — step instructions for configuring Portal V6.1 with
multiple federated Idap’s and Multiple realms. Multiple Realms are used to create
Virtual Portalsfor different [dap user population.

e A realm contains the entire user population of one virtual portal.

o Each virtual portal can have its own realm of users associated, but it isalso
possible that multiple virtual portals can share their user population by using the
samerealmin paralldl.

e Inordertobeabletologinto aparticular virtual portal, a user must be a member
of the realm that is associated with that virtual portal.

System Info:
IDSLDAP 6.0 --- Windows 2000 ser ver
Sun One Directory Server 5.2 — Windows 2003 ser ver
WebSphere Portal Server V6.1 —-AIX 5.3
NOTE : At thispoint WPV6.1 isinstalled Out of the box. And the example values

given in the entire doc are based on the LDAP’s1DS6.0 and Sun One Directory
Server 5.2.

Adding First LDAP(1IDS6.0) , Creating Realm1 and Make it Default :

1. Useatext editor to open the wkplc.propertiesfile, located in the
wp_profile_root/ConfigEngine/properties directory.

2. Enter avaue for the following required parameters in the wkplc.propertiesfile
under the VMM Federated LDAP properties section :

e federated.|dap.id=fedl

federat ed. | dap. host =manj u. rtp.ral ei gh.i bm com

f eder at ed. | dap. port =390

f eder at ed. | dap. bi ndDN=cn=r oot

f eder at ed. | dap. bi ndPasswor d=pOrt al 4u

feder at ed. | dap. | dapSer ver Type=I DS6

f eder at ed. | dap. baseDN=dc=r al ei gh, dc=com

Save your changes to the wkplc.propertiesfile.
Run the following task, from the wp_profile_root/ConfigEngine directory, to
validate your LDAP server settings:

~w

e Windows. ConfigEngine.bat validate-federated-ldap -DWasPassword=password



5.

10.

Unix: ./ConfigEngine.sh validate-federated-Idap -DWasPassword=password
i5/0S:. ConfigEngine.sh valdiate-federated-1dap -DWasPassword=password

Run the following task to add afederated Idap :
e Windows. ConfigEngine.bat wp-create-ldap -DWasPassword=password
e Unix: ./ConfigEngine.sh wp-create-ldap -DWasPassword=password
e i5/0S: ConfigEngine.sh wp-create-ldap -DWasPassword=password

Restart the serverl and WebSphere Portal servers.

To list the names and types of configured repositories run the following task.This
task will list currently configured repositories ex: federated |dap repository, file
based repository(out of box):

e Windows. ConfigEngine.bat wp-query-repository -DWasPassword=password
e Unix: ./ConfigEngine.sh wp-query-repository -DWasPassword=password

e i5/0S: ConfigEngine.sh wp-query-repository -DWasPassword=password

Check that al defined attributes are available in the configured LDAP user
registry.Run the following task :

NOTE: After running the following task, check the

Configengine/log/ConfigTrace.log file for missing attributes in portal. Then proceed

to the following steps.

e Windows. ConfigEngine.bat wp-validate-federated-|dap-attribute-config -
DWasPassword=password

e Unix: ./ConfigEngine.sh wp-validate-federated-ldap-attribute-config -
DWasPassword=password

e i5/0S: ConfigEngine.sh wp-validate-federated-ldap-attribute-config -
DWasPassword=password

If an attribute is defined in WebSphere Portal but not in the LDAP server,you will
need to perform one of the following tasks to resolve the mismatch.

¢ Flag the attribute as unsupported for the LDAP server
¢ Introduce an attribute mapping that maps the WebSphere Portal attribute to an
attribute defined in the LDAP schema

Run the following task : The task will create “availableAttributes.html” filein

wp_profile_root/ConfigEngine/log dir.

e Windows. ConfigEngine.bat wp-query-attribute-config -
DWasPassword=password

e Unix: ./ConfigEngine.sh wp-query-attribute-config -DWasPassword=password
iI5/0S:. ConfigEngine.sh wp-query-attribute-config -DWasPassword=password



11. Open availableAttributes.ntml file and review the following output for the

PersonAccount and Group entity type:

e Thefollowing attributes are defined in WebSphere Portal but not in the LDAP
server . Flag attributes that you do not plan to use in WebSphere Portal as
unsupported. Map the attributes that you plan to use to the attributes that exist in
the LDAP; you must also map theui d, cn, fi r st Name, sn,
pr ef erredLanguage, and i bm pri mar yEmai | attributes.

e Thefollowing attributes are flagged as required in the LDAP server but not in
WebSphere Portal. Thislist contains all attributes that are defined as"MUST" in
the LDAP server but not as required in WebSphere Portal. Y ou should flag
these attributes as required within WebSphere Portal .

e Thefollowing attributes have a different type in WebSphere Portal and in the
LDAP server.Thislist contains all attributes that WebSphere Portal might
ignore because the data type within WebSphere Portal and within the LDAP
server do not match.

12. Use atext editor to open the wkplc.propertiesfile, located in the
wp_profile_root/ConfigEngine/properties directory.
13. Enter avalue for one of the following sets of parametersin the wkplc.propertiesfile
to correct any issues found in the config trace file:
e Federated Repository : The following parameters are found under the VMM
Federated repository properties heading:

federated.|dap.attributes.nonSupported
federated.|dap.attributes.nonSupported.del ete
federated.|dap.attributes.mapping.ldapName
federated.|dap.attributes.mapping.portalName
federated.|dap.attributes.mapping.entity Types

For example, the following values will flag certi fi cat e and menber s as
unsupported attributes and will map i bm pri maryEmai | tomi | andi bm

jobTitletotitl e for both the Per sonAccount and Gr oup entityTypes:
federated. | dap. attributes. nonSupported=certificate, menbers
federated. | dap. attributes. nonSupport ed. del et e=

federated. | dap. attri but es. mappi ng. portal Nane=i bm pri maryEmai | ,
ibmjobTitle

federat ed. | dap. attri but es. mappi ng. | dapNanme=mai | ,title — Ex: | DS6
LDAP val ues. NOTE : Change these val ues according to

t he LDAP Type.

federated. | dap. attributes. mappi ng. entityTypes=Per sonAccount,

G oup

14. Save your changes to the wkplc.propertiesfile.
15. Run the following task to update the LDAP user registry configuration :



e Windows. ConfigEngine.bat wp-update-federated-ldap-attribute-config -
DWasPassword=password

e Unix: ./ConfigEngine.sh wp-update-federated-1dap-attribute-config -
DWasPassword=password

e i5/0S: ConfigEngine.sh wp-update-federated-1dap-attribute-config -
DWasPassword=password

16. Restart the serverl and WebSphere Portal servers.

17. NOTE : At this point the File based Repository (Out of box security
configuration) isthe default repository. Any New User or Group will be saved in
the default repository. In order to create New user and group in LDAP repository
instead of default file based repository perform the following step.

Perform the following steps to update the user registry where new users and groups are
stored:

1. Useatext editor to open the wkplc.propertiesfile, located in the
wp_profile root/ConfigEngine/properties directory.

2. Enter avalue for the following required parameters in the wkplc.properties file
under the VMM supported entity types configuration heading:

e personAccount Par ent =cn=user s, dc=r al ei gh, dc=com
e groupPar ent =cn=gr oups, dc=r al ei gh, dc=com

e personAccount RdnProperti es=ui d

e groupRdnProperties=cn

3. Saveyour changes to the wkplc.propertiesfile.
4. To update the Group and PersonAccount entity types with the corresponding default
parent and relative distinguished name (RDN). Run the following task
e Windows. ConfigEngine.bat wp- updat e-enti t yt ypes -
DWasPassword=password
e Uni X: ./ ConfigEngi ne. sh wp-updat e-entitytypes -
DWasPasswor d=password
e i5/0S: Configengine.sh wp- updat e-ent i t yt ypes -DWasPassword=password

5. Restart the serverl and WebSphere Portal servers.

NOTE : At thispoint your portal isconfigured with Federated L DAP security,
configured with ldap attributes mapped with portal attributes.Portal
configured with entity typesfor both User and Group entities such that any
New User and Group Creation will be created/saved in LDAP Repository
directly instead of default File Based Repository. Perform the following steps
to verify the User /Group creation isdonein LDAP.

6. Launch portal page in Web browser and create aNew User :



7. Click OK in thefollowing screen

Edit My Profile

7 Mew user enrollment. Provide the information req
* User |D:

h‘edusr.?- |
* Passwaord:

- |

* Canfirm Passwaord:

s |

First Name:
fed |
* Last Mame:

|usr3 |

Email:

fedusr3@ibm.com |

FPreferred language:

|—N0ﬂ1ing Selected - _ﬂ
*Required Field

OK || Cancel

8. Login with thisuser /pwd and make sure you can login successfully.

Edit My Profile

| [ EJPATOO10L: User created successfully

Congratulations!

You are now a member of this portal. Click the Lag In button to enter this portal site.

Login || Cancel

9. Now login as Portal Admin id /pwd and search for the user created above.



10. Login — Administrator — Users and Groups — Search for users — fedusr3 as shown in

screen below.

Manage Users and Groups

Search: | Users 'I

Search by.| uid j Search.;feduer ] ‘ Search !
Users and Groups

‘K New Group |K New User

D

fedusr3

11. Now Click on view membership as shown below:

12. you will get the following :
Manage Users and Groups

i, EJPAL0T0W: Sarry, no user or user group was found!

Membership for: uid=fedusr3,cn=users,dc=raleigh,dc=com

Groups that uid=fedusr3,cn=users dc=raleigh dc=com belongs to

Group name
There are no entries to display.

| Remove membership | | Cancel |

13. This confirms that the user “fedusr3” is created in LDAP repository.

14. Create aNew Group using Users and Groups portlet , search for it, and View

Membership to verify it is created in LDAP Repository.



Adding the Realm1 Support (IDSLDAP) :

A realmisagroup of usersfrom one or more user registries that form a coherent group

within IBM® WebSphere® Portal. Realms allow flexible user management with various
configuration options. A realm must be mapped to a Virtual Portal to alow the defined

usersto log in to the Virtua Portal.

Before configuring realm support, you must add all LDAP user registries and/or
database user registries, that you will useto create a singlerealm or multiple
realms, to the federated repository. If you are going to create multiplerealms, you
must create all required base entrieswithin your LDAP user registries and/or
database user registries. All base entry names must be unique within the feder ated
repository.
1) Start serverl and WebSphere Portal servers before starting this task.
2) Use atext editor to open the wkplc.propertiesfile, located in the
wp_profile_root/ConfigEngine/properties directory.
3) Enter avalue for the following required parameters in the wkplc.propertiesfile
under the VMM realm configuration section:

a. real mName=| DSReal nil
b. addBaseEntry=dc=ral ei gh, dc=com
c. securityUse=active

d. delimter=/
4) Saveyour changes to the wkplc.propertiesfile.
5) Run the following task to add a new realm to the Virtual Member Manager
configuration :
6) Windows. ConfigEngine.bat wp-create-realm -DWasPassword=password
7) Unix: ./ConfigEngine.sh wp-create-realm -DWasPassword=password
8) 15/0S: ConfigEngine.sh wp-create-realm -DWasPassword=password
9) Restart the serverl and WebSphere Portal servers.

To update the default parents per entity type and realm.Run the following task:
1. Enter avalue for the following required parameters in the wkplc.properties file
under the VMM realm configuration heading and then save your changes:
e real nNane=I| DSReal mlL
e real m personAccount Par ent =cn=user s, dc=r al ei gh, dc=com
e real m groupPar ent =cn=gr oups, cn=gr oups, dc=r al ei gh, dc=com
e real morgCont ai ner Par ent =dc=r al ei gh, dc=com

2. Runthetask:
e Windows: ConfigEngine.bat wp-modify-realm-defaultparents -
DWasPassword=password
e Unix: ./ConfigEngine.sh wp-modify-real m-defaultparents -
DWasPassword=password
e 5/0S: ConfigEngine.sh wp-modify-realm-defaultparents -
DWasPassword=password

3. Restart the serverl and WebSphere Portal servers.
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10.

11.

12.
13.

14.

15.

16.
17.

NOTE : At thispoint the default File Based Realm isthe default realm.So the
WAS Admin and Portal Admin is File Based Repository users (Ex: Thisis
same Admin id/pwd given while installing portal. Ex. :
portaladmin/pOrtal4u).
NOTE : If planning to change the default realm from File Based Realm to
IDSLDAP Realm just created above. Need to WAS Admin ID and Portal
Admin I D before making IDS L DAP Realm Default.Follow the steps below to
changethe WAS Admin ID and Portal Admin ID’s. Other wise skip the
following steps.
Update wkplc.propertiesfile VMV Change admi n users secti on.
e newAdni nl d=ui d=wpsadm n, cn=users, dc=r al ei gh, dc=com
e newAdm nPw=p0rt al 4u
Run the following task to change the WAS Admin User :
e Windows. ConfigEngine.bat wp-change-was-admin-user -
DWasPassword=password
e Unix: ./ConfigEngine.sh wp-change-was-admin-user -
DWasPassword=password
e i5/0S: ConfigEngine.sh wp-change-was-admin-user -
DWasPassword=password

Restart the serverl and WebSphere Portal servers.

Launch WAS Admin Console and try to login as new WAS Admin ID assetin

the step 14.

Update wkplc.properties file VMM Change admi n users section.

e newAdni nl d=ui d=wpsadm n, cn=user s, dc=r al ei gh, dc=com

e newAdm nPw=p0rt al 4u

e newAdmi nG oupl d=cn=wpsadmi ns, cn=gr oups, dc=r al ei gh, dc=com

Run the following task to change the Portal Admin User :

e Windows. ConfigEngine.bat wp-change-portal-admin-user -
DWasPassword=password

e Unix: ./ConfigEngine.sh wp-change-portal -admin-user -
DWasPassword=password

e (5/0S: ConfigEngine.sh wp-change-portal-admin-user -
DWasPassword=password

Restart the serverl and WebSphere Portal servers.

Launch Portal Page in Web browser.Login as New Portal Admin User id /pwd as
set in Step 18.

Now you should see Administration page (as this user is the portal admin user
now).

Logout and Login as Out of Box user id /pwd (original Portal admin id/pwd ,
frominstall) , you should not see Administration page, asthis user is not
Admin User anymore.

Set the realm created above Default :

Use atext editor to open the wkplc.propertiesfile, located in the
wp_profile_root/ConfigEngine/properties directory:




e real mMNane=I DSReal nl
e def aul t Real mMName=I DSReal mil

18. Save your changes to the wkplc.propertiesfile.
19. Run the following task:

e Windows: ConfigEngine.bat wp-default-realm -DWasPassword=password
e Unix: ./ConfigEngine.sh wp-default-realm -DWasPassword=password
e i5/0S: ConfigEngine.sh wp-default-realm -DWasPassword=password

20. Restart the serverl and WebSphere Portal servers.

Adding Second L DAP(Sun One Directory L DAP Server 5.2) and Creating Realm?2 :

NOTE : Make sure that both the LDAP' s have Unique base entries(base DN’s) and
Unique Users (especially the wpsadmin/wpsbind default portal admin id’ s doesn’t exist
in both LDAF's. If they exist in both Idap’ s one has to use Full User DN/pwd to login to
WAS and Portal. Ex: uid=wpsadmin,cn=users,dc=raleigh,dc=com — IDS |dap user,

uid=wpsadmin,ou=people,dc=raleigh,dc=ibm,dc=com — Sun One Ldap User.)

1) Useatext editor to open the wkplc.propertiesfile, located in the
wp_profile_root/ConfigEngine/properties directory.
2) Enter avalue for the following required parameters in the wkplc.propertiesfile
under the VMM Federated LDAP properties section :
a. federated.|dap.id=fed2
b. federated.|dap. host=doral.rtp.raleigh.ibmcom
f eder at ed. | dap. port =395
f eder at ed. | dap. bi ndDN=cn=Di rect ory Manager
f eder at ed. | dap. bi ndPasswor d=pOrt al 4u

feder at ed. | dap. | dapSer ver Type=SUNONE
f eder at ed. | dap. baseDN=dc=r al ei gh, dc=i bm dc=com

Q —“+~0 a0

3) Save your changesto the wkplc.propertiesfile.

4) Run the following task, from the wp_profile_root/ConfigEngine directory, to
validate your LDAP server settings:

5) Windows:. ConfigEngine.bat validate-federated-Idap -DWasPassword=password

6) Unix: ./ConfigEngine.sh validate-federated-ldap -DWasPassword=password

7) 15/0S: ConfigEngine.sh valdiate-federated-ldap -DWasPassword=password

8) Run thefollowing task to add afederated |dap :

9) Windows. ConfigEngine.bat wp-create-ldap -DWasPassword=password
10) Unix: ./ConfigEngine.sh wp-create-ldap -DWasPassword=password

11) i5/0S: ConfigEngine.sh wp-create-ldap -DWasPassword=password



12) Restart the serverl and WebSphere Portal servers.
13) Launch Portal Page in Web browser. And login successfully.
14) Should be able to search for portal users/groups for both repositories.

Adding the Realm?2 Support (SUN ONE L DAP) :

1)
2)

3)

4)
5)

6)
7)
8)
9)

Start serverl and WebSphere Portal servers before starting this task.
Use atext editor to open the wkplc.propertiesfile, located in the
wp_profile root/ConfigEngine/properties directory.
Enter avalue for the following required parameters in the wkplc.propertiesfile
under the VMM realm configuration section:

a. real nMName=SUNReal n2

b. addBaseEntry=dc=ral ei gh, dc=i bm dc=com

c. securityUse=active

d. delimter=/
Save your changes to the wkplc.propertiesfile.
Run the following task to add a new realm to the Virtual Member Manager
configuration :
Windows: ConfigEngine.bat wp-create-realm -DWasPassword=password
Unix: ./ConfigEngine.sh wp-create-realm -DWasPassword=password
iI5/0S: ConfigEngine.sh wp-create-realm -DWasPassword=password
Restart the serverl and WebSphere Portal servers.

10) Launch portal page in web browser and tried to login as Second Realm admin

user id/pwd .Should be able to login to portal successfully.

11) Logout and to login as First Realm admin user id/pwd .Should be able to login to

portal successfully.Search for users/groups belong to both realms and results
should show both realms users and groups.



